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The Virtual Cloud Network

Connect and Protect your Business
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VMware NSX Portfolio A

Smart Data Center

The Foundation of the Virtual Cloud Network

NETWORKING AND SECURITY MANAGEMENT AND AUTOMATION

Cloud-Based Management Workflow Automation Blueprints / Templates Insights / Discovery Visibility

Network Insight vRealize Automation
Network discovery and insights End-to-end workload automation

NETWORK AND SECURITY VIRTUALIZATION

Security Integration Extensibility Automation Elasticity

NSX Data Center NSX Cloud AppDefense NSX SD-WAN NSX Hybrid Connect
Networking and Networking and Modern application by VeloCloud Data center and cloud

security for data center security for Public security WAN connectivity workload migration
workloads Cloud workloads services




The Virtual Cloud Network 858 Y22Suouo0y
Delivered by VMware NSX

® Smart Data Center
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End-to-end consistency from data center to branch to cloud

Native
Public

Clouds

VMware
Clouds
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Key Challenges In Public Clouds
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\.;', 1. Extending Enterprise network to cloud
- Lack of Visibility into Cloud Traffic Flows

Cloud Network Admin

7 NINP
ramazon - A Azure

¥ Wwebservices™ Security policy consistency across hybrid

N
\‘ ?|
- Leverage enterprise operational tools

™ Google Cloud Platform
Cloud Security Admin

b .*% Focus on application Development

DevOps / Developer Use my choice of Deployment frameworks
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NSX Cloud

Consistent Networking and Security for Applications
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Private Cloud
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Azure

D

Future Public
Clouds

Data Center Cloud

vmware

Visibility across Clouds

Consistent security policy
across clouds

Precise control over cloud
networking

End-to-end operational
control




End-to-end Visibility and Operational Control Sa8 ¥2Rfnocay
Dramatically Improve Monitoring, Troubleshooting, and Audits

Real-time operational
visibility across clouds

‘ Q (::) Q Integrate with your existing

Day 2 operations tools

APP | | APP APP | | APP APP | | APP APP | | APP

Private Cloud AWS Azure Future Public
Clouds

—
Data Center

Cloud

!

gl Q00
Visibility T T
Performance
Security Consume with your Visibility across
existing tools your clouds
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A Single Pane of Glass across all accounts ... S8 ¥Z2%voLocy

vm VMware NSX Cloud™

«

v & cross-Cloud

AWS

Single Inventory View across all

ACCOUNTS REGIONS

Account Dev_Staging Acco v

Management-Service...

CIDR 172.31.0.0/16
NSX Managed No
Default Quarantine None

ACTIONS v

Test VPC

CIDR 172.26.0.0/16
NSX Managed Yes
Default Quarantine Off

ACTIONS +~

VPCS INSTANCES

Region All Regions v

No Gateways

Gateways P

accounts and all VPCs

vmware

Staging VPC
CIDR 172.25.0.0/16
NSX Managed Yes

Default Quarantine On

ACTIONS +

i

Gateways : Dev VPC No Gateways
CIDR 172.20.0.0/19
6 NSX Managed No 2
Default Quarantine None
Instance
ACTIONS v

Operational network / security status of

every VM enables Rapid Response



... And across all clouds S8 ¥Z2%voLocy

vm Cloud Service Manager

« Overview

O, Search
v ) Clouds AWS Azure

Overview 1 g V

1 5 24 21 1 1
AWS
Accounts Regions VPCs Instances Accounts Regions VNets Instances

Azure

> {& System

adWws A\ Azure

Manage and Monitor your cloud across AWS and Azure from
a single, consolidated inventory view in NSX Cloud

vmware
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Cloud Security controls are different... with their own limitations

[ )
& 5Azure VNET 3 Security Groups - Azure Account 1
Cloud =Azure VNET 2 Secunty Groups
. B ey e —— VNET 3
Admin = Azure VNET 1 Secunty Groups
, VNET 2
VNET 1
| 'Web  App DB { 'Web  App DB |
(@] [~ (B]] = @] [+r] 3]
— R I I : - I I

o Multiple VINETs create multiple security touch-points
o (Cloud Security Resource Limitations inhibit consolidation
o Static Group membership and IP-address rules require coordination at deployment

o (Cloud Operational framework Inconsistent from on-premise

mwa reo Confidential | ©2018 VMware, Inc. ”



Consistent Security Across Clouds

=
policies l
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Private Cloud AWS Azure
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Future Public
Clouds

—

Data Center Cloud
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Single Security Policy: define
a policy once, then apply
anywhere

Rich set of abstractions

Granular enforcement of
application workloads

Dynamic security group
membership and policies
follow workloads as they
move



UNIV OF IDAHO FIREWALL POLICY IN AWS

$g-85bd91fd | Systems_Management-1 sg-06b19d7e | Systems_Management-2
Summary Inbound Rules Outbound Rules Tags Summary Inbound Rules Outbound Rules Tags
Type Protocol  Port Range Source Description
Type Protocol PortRange Source Description
UDP Rule DP (17 164 TCP (6 2 o on e
o v HTTP (80 TCP (¢ 80
Custo DP 17 164
Custom TCP Rule TCP (6 35
Custom ICMP R MP (1 Ti E
U 216 S

TC 445
TCP (6 445 HTTP (80 TCP (6 80
CMP (1 ALL HTTP (80 TCP (6 80
Pv4 CMP (1 LL HTTP (80 TCP (6 80
All ICM 4 MP (1 \ . —
g 2 \ M Custom TCP Rule TCP (6
All ICMP - IPw SMP (1 ALL
TCP (6 464
All ICMP - IPw4 ALL
TCP (€
All ICMP - IPv4 CMP ALL
. Custom TCP Rule TCP (6 131
Il ICMP - IPvd s \LL S = 5 =
‘ > Custom TCP Rule TCP (6 88
LL Traffic AlL Custom TCP Rule TCP (6 1311
— - " CustomTCPRule TCP(6) 88
Custom T¢ = Custom TCP Rul 311
Custom UDP Rule UDP (17) 161
139 Custom TCP Rule  TCP (6) 5
cosom el 1170 i f '
JsSiom I1CF K
. 70 lines of security rules
Custom UDP R
Custom UDP

I Manual maintenance of security groups for each server group/tag

I Specific to each compute VPC

Custom UDP Rule UDP (17)
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FIREWALL POLICY IN NSX CLOUD

« General Ethernet

Q, Search
All ITS Managed Servers

(3 Dashboard
# Name D Source Destination Service Applied To Log Action
> Getting Started

Applied To: All

£ Tools

1024 ® ADDC Servers @ AllITS Managed Servers = [} UI-AD-D

¢ Load Balancing ® Allow 4

B3 Firewall
Configuration @ Allow 4
Settings

Bridge Firewall

(3] ITS-Server-SAN-access 1026 ® SAN Management @ AllITS Managed Servers

® Allow 4
fi

Exclusion List

@ Routing @® Allow 1
& DDI

€5 Switching @ Allow 1

Inventory

88 8 88
IR

(6] ITS-ESX-Dev-Mgmnt 1029

)
-
©
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T
J
i)
)
M

m
)

D

D

D
©
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All ITS Managed Servers

S ® Allow t
% Fabric

@ System

8
°

S-NetSys-VPN-Admin 1030 & NetSys VPN © AllITS Managed Servers {3 UI-Full-IP-Access DISTRIBUTED_FIREWALL

Allow e

8

o ITS-Backup-Services 1031 <& Backup Services © AllITS Managed Servers & Ul-Ephemeral-Ports DISTRIBUTED_FIREWALL

1 Same policy is 12 lines R

Allow e

8

. Dynamically Applied to each VPC / cloud server instance

“ © {1 Cloud Provider Independent i i

@ AIlITS Managed Servers STRIBUTED_FIREWALL ot (D @® Allow 4 ol




Real Time Operational Visibility Into Firewall Rule Invocations

SYSLOG

Top Firewall Sources by bytes - client to server Top Firewall Destinations by bytes - client to server

Top Firewall Sources by bytes - server to client Top Firewall Destinations by bytes - server to client

 Route firewall logs to industry-standard syslog, leverage SIEM tool of your choice
 Real-time Operational visibility into your cloud security posture

 Operationally consistency with your on-premise security environment

Vmwa rec Confidential | ©2018 VMware, Inc. 15
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Defense in Depth through Default Quarantine 258 ¥2BSnowoey

™

®» +

J\ Azure
Test and Dev Production
vmi. .. |vm vm|...|vm vmf .. |vm %m
NSX NSX NSX NSX
NSX Managed NSX Unmanaged NSX Managed Quarantined

« Multi-layered security through NSX and Azure security groups managed by NSX
* Fully Configurable to each VNET with exclusion lists

 Best of Both Worlds - Greater agility for test & dev, higher structural integrity for
production

vmware 16
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Precise Control over Cloud Networking Sa8 ¥22EvoLoey

NSX works alongside native

APP APP APP public cloud services

@ =
Consistent, automated
provisioning of apps or
‘ ' ' Q O Q services

Private Cloud Azure Future Public
Clouds

Built-in VPN provides
immediate TCO reduction

111

—

Data Center Cloud
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Real Time Operational Visibility -

Consistent Operational Visibility — Packets

- Enable NSX L3 SPAN/Mirror on a per
Logical port or Logical switch basis using
Port-mirroring Switching Profile

- NSX Agent running inside the VM captures
the traffic.

- Mirrored traffic forwarded to IP destination
(collector) within VPC using GRE

- Supports both, non-overlay and overlay
mode of operations

- Initially supported in AWS.

vmware

L 3SPAN In Public Cloud 3= %=2noweey

&>

o)
& ~

B® gh Compute VPC
I_m

| /\ | GRE encap’d mirrored traffic |
VM i VM i Ee———) M |

Collector VM
\ Source VM /

Add New Port Mirroring Profile

Change Switching Profile ® x

Switching Profile® NSX Cloud PortMirror v
} 172%65.81 m ‘ S ’

" “Ethernet
| File Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmZ©® DRE QesEFTLI[EQaan
(W ip-addr == 172.16.5.51 [X] ~) Expression...  + |
No. Time Source Destnation Protocol  Length Info
[ 2742 22.852273 172.16.2.180 172.16.5.51 TCP 116 63780 -+ 80 [SYN] Seqwd Win=26883 Lenw® MSS=39..
2743 22.052411 172.16.5.51 172.16.2.180 TCce 116 80 » 63780 [SYN, ACK] Seq=0 Ack=1 Win=26847 L,.
2744 22.852746 172.16.2.18@ 172.16.5.51 TCP 108 63780 - 80 [ACK] Seq=1 Ack=1 Win=27136 Len=@ ..
2745 22.052783 172.16.2.180 172.16.5.51 HTTP 226 GET /index.php HTTP/1.1
| 2746 22.853142 172.16.5.51 172.16.2.180 TCcP 108 80 » 6378@ [ACK] Seq=1 Ack=119 Win=26880 Lens=.
| 2747 22.054452 172.16.5.51 172.16.0.2 DNS 119 Standard query ©xc91d A app-ip.corp.local
| 2748 22.854453 172.16.5.51 172.16.0.2 DNS 119 Standard query @x227a AAAA app-ip.corp.local
| 2749 22.055288 172.16.0.2 172.16.5.51 DNS 206 Standard query response ©x227a AAAA app-ip.co..
| 2750 22.856088 172.16.0.2 172.16.5.51 DNS 135 Standard query response @xc91d A app-ip.corp...
' 2751 22.056221 172.16.5.51 172.16.5.61 e 116 43778 » 8@ [SYN] Seq=0 Win=26883 Len=0 MSS=89.. 18




NSX Cloud - Under the Hood
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VMware NSX Cloud - Product Deployment Under the Covers

MANAGEMENT Mt g
PLANE — —
CONTROL
PLANE
(VPN Gateway, DirectConnect, ExpressRoute)
CLOUD (:i@
GATEWAY NSX Cloud Gateway
vm vm

DATA
PLANE
Public cloud infrastructure e o

. . >/’<>’\<
with hypervisor (e.g., Azure) o] [miwo] [miol

vmware

NSX-T Management
Plane and Control Plane
deployed in on-premise
Data Center

Add Cloud Service
Manager to get visibility
into your hybrid cloud

Deploy Public Cloud
Gateways (PCGS) in
cloud VPCs / VNETs

NSX agents auto-
deployed with PCG or
embedded in application
templates
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Multi-Cloud Deployment

NSX MANAGEMENT T4lt ) D
PLANE = =
NSX Manager Cloud Service Manager

NSX CONTROL
PLANE

(VPN Gateway, DirectConnect, ExpressRoute)

aws
A\ Azure CLOUD / REGION 1 Sl CLOUD / REGION 2

CUSTOMER (@/ \C:@ C:@ \ d@
COMPUTE VNET/VPCs

vmware
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On-premise
Data Center

PCGs / agents
deployed in
customer’s Cloud
Account
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Common Deployment Topologies
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Customer Deployment Architectures — Direct Connections
AWS and Azure

Customer Data-Center Azure/AWS Region

,¢’-\\ '/—-\
{ Nsx 3 | Nsx"; wes | | app || oe Management Subnet
\ ,I o _
| 1 C.ISM | | Igirect Colgnetct @
vCenter NSX xpress Route Sub 5
Site 2 Site VPN ubnet 1 Subnet
Manager m

1
APP DB WEB WEB
L \/PN =
VPN Gateway VPN Gateway

NSX Controller Cluster
Private Cloud Compute VNET/VPC

Other considerations
* 150ms round trip between VPC/VNET and on-prem
* Routable IP connectivity between VPC/VNET and on-prem with or without NAT in the path
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Customer Deployment Architectures — Transit VNET with Peering

Azure
Customer Data-Center Azure Region

TN 7N Management Subnet

i NSX ! 1 NSX } wes | | app DB 9
\\ ,'l \\\ L

I 1 ] I I Express Route ) @ )
vCenter  NSX CSM or Transit Subnet 1 Transit Subnet 2
Manager 1) Site 2 Site VPN over Internet

NSX Controller Cluster Transit VNET

Private Cloud
VNET Peering

-»14-
APP DB WEB WEB
L \/PN =
VPN Gateway VPN Gatewa

 Transitive routing is supported in Azure. Management Subnet Management Subnet
« PCG communicates to On-prem NSX Subnet 1 @ Subnet 2 Subnet 1 @ Subnet 2
Components via Transit VNET. [ ] [ ] [ [
Compute VNET 2 Compute VNET 1
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Customer Deployment Architectures — Transit VPC with VPN
AWS

Customer Data-Center AWS Region

'

3 ; ._ -z:
= i P
// - — P ¥
= .7 Inside Subnet®’ Inside.'Subnet2
.1 . R ] 1
\ et N \ L.
VPN Gateway AWSIVGW” A

/’—_N\ /—-\\
1 \ I \|
1 NSx ) 1 NSX ) wes | | app | | DB
Neas’ \_I_/ Outside Subnet1 Outside Subnet2
5 It le S I I Site 2 Site VPN over Direct Connect or Internet N BN
vCenter 1
Manager @ - =17 g
o = - ‘I_/' -
-

NSX Controller Cluster _rT e N -/ Transit VPC
. / /‘/ < - A w b
Private Cloud /‘f/' e ‘M 1
/"/-/‘/:,‘/ vM. /7 VPN Tunnels
bl T Mg
oy . . . Bt : .
 Transitive routing is not supported in 0‘: - 'O
AWS. Management Subnet Management Subnet
 Requires out-of-band VPN setup to mternal Subnet Outeide Subnet nternal Subnet Outside Subnet
I’eaCh from Compute VPC tO On_prem nterna ubne utsiae supone nterna uone utsiae supbne
via Transit VPC. | | | | | | | |
APP bB WEB WEB APP bB WEB WEB

mware® Confidential | ©2018 VM I ComDUte VPC 2 Compute VPC 1
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NSX Cloud Shared Gateway Architecture

_> Internet
PCG to on-premise - - X Gateway
encrypted trafflc C@ - (optional)
On-premise o= t= = = = = = = = = PCG to Internet un-
Data-Center € + = === === - " Gateway v encapsulated traffic
A LN
\_ ! S Y,
L VM to PCG ——
I //// encapsulated traffic \\\\ s VPC / VNET
/ NN :
i/ e Peering
/T N 4 ™
VMl e —-=-=->» |VM VMl e —-=-=->» |VM
NSX €= = = =9 NSX NSX === =9 NSX
Intra-VPC traffic on Intra-VPC traffic on

derl derl
K underlay / k underlay /

VNET / VPC -1 VNET / VPC - 2

vmware

FUTURES
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Intra-VPC (VNET) traffic
directly on cloud underlay
(un-encapsulated)

Inter-VPC traffic
encapsulated in Geneve
over peered VPCs/VNETs
from each VM to NSX GW

Destinations external to
compute VPC routed via
NSX Logical Router



NSX Cloud Summary

azon
w ebservices™

A\ Azure

) Google Cloud Platform

vmware

Cloud Network Admin

DevOps / Developer

uspC
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Defines Network Topology & IP addressing

Mandates security policy and ensures
compliance

Focuses on Application development and
deployment
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