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I.  Giéi thi¢u
vFirewall va vLoad Balancer 1a 2 dich vu gia ting (addon) dua trén gidi phap VMWare
NSX cung cép trén nén tang dich vu Virtual Private Cloud USDC Technology.
Quy khach vui l1ong dang nhap vao vCloud Director Portal v&i duong dan va tai khoan da
duoc cung cap.

Cu phap dudng dan ding nhap: https://vpe.vepp.vn/tenant/YOUR_ID véi YOUR_ID 1a Ma
khéach hang

Gi4 stir chling ta can thiét 1ap mo6 hinh mang mutrc co ban nhu so do dudi:
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Huéng dan sir dung vFirewall va vLoad Balancer

Private Zone Public Zone Mode
NSX Edge 192.168.1.254 171.244.42.17 €4 interface tryc
(vFirewall) ti€p voi internet
1 cluster gom 2 en
NSX Edge Load |\ 1o Web Server & 171.244.42.17 VIP dai dién cho
Balancer Judi cluster
Web Server 01 192.168.1.1 171.244.42.111 NAT qua vFirewall
Web Server 02 192.168.1.2 171.244.42.112 NAT qua vFirewall

Trong mo hinh nay c6 ta thay c6 2 loai Public IP: 1 1a IP sir dung dai dién cho NSX Edge

(vFirewall), lam virtual IP cho vLoad Balancer (tam goi la Master IP); 2 1a cac IP public dung
dé NAT 1:1 cho cac Cloud Server/VM (tam goi la cac NAT IP).

II. CAu hinh dich vu vFirewall

Sau khi dang nhap vCloud Director Portal thanh cong, tir giao dién chinh, chon

Datacenters -> Networking -> Edge Gateway.

Thong sb cua vFirewall s& duoc thé hién khi quy khach click vao tén cua Edge.

wm vCloud Director - Edges x +

& C @ U &t

vm vCloud Director = Datacenters

pcvepp.vn/t

£ All datacenters

«

A
il Compute v

vApps

&Y usdc-vdeO1 @ usdc, @ 10.72.1.2

Edge Gateways

Virtual Machines

usdc-edge01 © Normal NSX-V

Affinity Rules
@ Networking v

Networks

Edges

Security

E storage v
Named Disks
Storage Policies

& Settings v

General

v

Recent Tasks |Running: @ Failed: @

Distributed Routing Used NICs

2 1

External Networks

Org VDC Networks HA State

[o] Disabled
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All Edge Gateways > usdc-edgeO1

<+ usdc-edgeO1 SERVICES

General Configuration
Name
Description
Status

Distributed Routing

FIPS Mode

Edge Gateway Configuration
High Availability

Syslog Server Settings

REDEPLOY

SYNC SYSLOG

usdc-edgeOl

©

Enabled
Disabled
Large

Disabled

Huéng dan sir dung vFirewall va vLoad Balancer

& Dé xem dwoc thong tin vé cdu hinh va dich vu cua Edge (Firewall, DHCP, VPN, SSL,

AR nhan chon Edge Gateway tai muc Networking -> Edge -> Services ¢ trén.

Luwu y: NSX Edge s& thé hién thong s cdu hinh, chon Enable dé kich hoat c4u hinh cta

Tuong ltra

vm vCloud Director - Edge Gatews X

&

¢ o O a- vepp.vn

Edge Gateway - usdc-edgeO1

Firewall DHCP NAT Routing

Firewall Rules

Enabled

[+ |

Show only user-defined rules ()

No. Name Type Source

- o

2v sslvpn

Internal Hi¢ vse

Internal Hi¢ Any

internet access User internal

dmz

allow ping Any

default rule for ingress Default Pol Any

Load Balancer VPN

SSL VPN-Plus

Destination

Any

103.144152.11

Any

Any

Any

Certificates

Grouping Objects

Service

Any

tcp:443:any

Any

icmp:any:any

Any

Edge Settings

Action

Accept

Accept

Accept

Accept

Accept

Enable logging
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1. CAu hinh Network Address Translation (NAT)
Quy khéch phai Enable tai tab Firewall

Chuyén sang tab NAT, trong nay s& hién thi danh sach tit ca cac Rule NAT d4 c4u hinh.
Giai phap vFirewall cia USDC Technology hd trg 2 loai NAT chinh: NAT theo nguén
(SNAT) va NAT theo dich (DNAT) cho ca IPv4 va IPv6. Huéng dan nay tip trung vao IPv4.

Dé tao rule NAT méi, chon biéu tuong

+ SMAT RULE

SNAT (tir IP local dinh tuyén ra ngoai IP public)
- Applied On: Chon vung mang thuc thi, mac dinh la 16p mang ngoai (External).
- Original Source IP/Range: nhap IP gbc (IP private ciia server)

- Translated Source IP/Range: IP dugc chuyén d6i sau NAT (chinh 14 cac Public NAT IP
da lay duoc o trén)

- Description: nhap mo ta

-Enable: chon muyc nay dé rule c6 hiéu luc

Nhén Keep sau khi dién xong thong s6.

Add SNAT Rule

Applied On: SO580PS External Metwark
Criginal Source IP/Range 19216811

Translated Source IP/Range 1712444211

Descnption

SMAT cho Web Server 1

Enabled L
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M DNAT (tir IP public tré vé IP local)
- Applied On: Chon vung mang thuc thi, mac dinh 1a 16p mang ngoai (External).

- Original IP/Range: nhap IP goc (IP Public, chinh 1a cac Public NAT IP di lay duogc &
trén)

- Protocol: chon loai giao thuc (TCP, UDP, ICMP, Any)

- Original Port: port gbc do client giri t6i

- Description: nhap mo ta

- Translated IP/Range: IP Private cua server duoc chuyén doi sau NAT
- Translated Port: Port chuyén doi, chuyén dén server sau khi NAT

- Enable: chon myc nay dé rule co hiéu luc

Nhén Keep sau khi dién xong théng s6

Add DNAT Rule

Applied On: SO6MPE External Metwark
Crriginal IP/Range ~ 171,244 421

Protocol TCP

Criginal Part a0 -
ICMP Type

Transzlated IP/Range * o221

Translated Port - -

Description -
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Thuc hién tuong tu cho Web Server 02. Sau khi hoan thanh nhin nat “Save Changes” dé

luu lai va thue thi ciu hinh méi:

Firewall DHCP NAT Routing Load Balancer VPN Certificates Grouping Objects Statistics Edge Settings
/A You have unsaved changes. Save changes | Discard changes

NAT44 Rules

[#onmivue | [(#omrne | [ @ [ = | [+
Show only user-defined rules (I
ID Type Action  Applied on Original Translated Protocol Enabled Logging Description
IP Address Port IP Address Port
SMNAT S96-VPS External N 19216811 171.244.42.1M v x SNAT cho Web Server 01
DA 6-WPS External N 171.244. 4211 80 19216811 80 tep v x
Jse efined SMNAT PS External N 1921681.2 1712444212 L s x SNAT cho Web Server 02
- User-defined DA 596-VPS External N 171.244.42.112 80 19216812 80 tep L x®

& Pé thyc hién diéu chinh NAT rule di khai bao, chon NAT rule tuong tmg va nhan nut
=] Tuong ty dé x6a rule chon nit = . Chon “Save Changes” dé ap dung céac thay doi
moi.

2. Khai bao Firewall Rules

Chuyén sang tab Firewall, dam bao Firewall phai dang duoc Enable va tity chon “Show

only user-defined rules” dugc bat

: Tao rule méi

E: Xoa rule dang chon

: Chuyén thir ty wu tién ctia rule 1én trén 1 bac
: Ha thtr tu cua rule Xuéng 1 bac

Sau khi nhan chon tao rule maéi, ctra s6 quan tri s€ tao ra 1 dong mai véi céac 6 thong tin
mac dinh (any, any, accept), nhan chudt vao 6 tuong trng dé stra thong tin can:

-No: Thir ty wu tién cua rule
-Name: tén cua rule

- Type: kiéu (do hé thong hay user tao ra)
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rF. 1

-Source: dia chi IP nguén, c6 thé nhan E dé nhép IP hoic L aé chon ddi tuong
(internal, external, all..)

-Destination: dia chi IP dich.

-Service: chon giao thirc (TCP, UDP, ICMP, Any) va cong (80, 443, 21..) cho ngudn va
dich.
- Action: chon loai hanh dong: Accept — cho phép hay Deny — chan

Sau khi hoan thanh céc rule nhu mong mudn, nhin nat “Save Changes” dé luu lai va thyc thi
céu hinh moi.

1 Vi du minh hoa cho mé hinh h¢ thong gia 1ap ban diu & Muc I:

Firewall Rules

Enabled ()
=]
Show only user-defined rules (@)
No. Name Type Source Destination Service Action Enable logging
v Allow Internet Access User internal a “ ° Any Any Accept
2v Public Web Server 1 User Any 171.244.421M tcp:80:any Accept
icmp:any:any
3v Public Web Server 2 User Any 171.244.42112 tcp:80:any Accept
icmp:any:any
7 ~
Y nghia:

- Rule sb 1: cho phép traffic tir mang internal (192.168.1.x) dén tit ca cac hudng (gdm

ca mang external). Mang internal luc ndy s& theo rule NAT d3 khai bao & trén dé ra
internet.
- Rule s6 2 va 3: cho phép client c6 thé ping (ICMP) va truy cap dén dich vu web (http-
tcp port 80) cua 2 public IP 171.244.42.111 va 171.244.42.112. Pay chinh 1a NAT IP
ctia 2 Web server 192.168.1.1 va 192.168.1.2. Két hop véi rule NAT & trén, client tir
mang external (internet) c6 thé truy cip web dén 2 server nay.

Céc traffic khong khop voi 3 rule trén mac dinh bi chan (deny).

&5 Kiém tra két qua:
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Tu Web Server 1, ping ra internet:

sUserssAdministrator>ipeconf ig

Jindows IPF Configuration

Ethernet adapter Ethernetd

Connection—specific DNS
Link—local IPv6 Address
IPv4 Address. . . . . .

P
Suffix

fef@::h?8b:deBf :2558:8a2114

Subnet Mask . . . . .
Default Gateway . . .

255.255.255.8

: 192 .168.1.1
: 192_168.1.254

unnel adapter isatap.{6BA692A1-4F26—-4182-Bo58-BFBA?9242A66933:
Media State o o o erdrirmarnirdrars Media disconnected
Connection—specific DNS Suffix .

slzerssAdministratorXping google .com.un

inging google.com.vn [74.125.138.941 with 32 bytes of data:
eply from Y4.125.130.94: bytes=32 time=35%ms TTL=39
eply from P4.125.1380.94: hytes=32 time=35%ms TTL=39
eply from 74.125.138.%4: hytes=32 time=35%ms TTL=39
eply from 74.125.1380.%4: hytes=32 time=35msz TTL=3%

ing statistices for P4.125.130_.94:

Packetz: Sent = 4, Received = 4, Lost = @ (B lossd.
pproximate round trip times in milli-seconds:

Minimum = 35ms. Maximum = 35ms,. Average = 35ms

sUserssAdministratory_

Check trang thai dich vu:

open port finder

Remote Address

171.244 42 111 Port Number

80 Check

B L=ze Cun

=] Port 80 is open on 171

244 42 111

3.

CAu hinh IPsec VPN Site to Site

Trong gbi dich vu vFirewall cia USDC Technology c¢6 hd tro tinh ning khai bao két nbi
VPN Site to Site. Tir giao dién quan tri chinh, chon tab VPN -> IPsec VPN -> IPsec VPN

Sites. Nhan chon |

| dé tao két n6i VPN mai.
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Firewal

IPsec VPN

Load Balancer

Certificates Grouping Objects Statistics

IPsec VPN Configuration

Activation Status

:
e

Global Configuration Logging Settings IPsec VPN Sites

Site Name Local Endpoint Local Subnets Peer Endpoint Peer Subnets Site Enabled

Sau d6 dién cac thong sb dé thiét lap phién VPN nhu dudi. Luu y cac thong s nay phai khép
véi cau hinh trén router/firewall dau xa.

- Enabled: cho phép hodc v6 hi€u thuc thi phién VPN.

-Enable perfect forward secrecy (PFS): cho phép chay mode PFS dé ting tinh bao mat
(khuyén nghi nén dung).
-Name: tén phién két néi VPN

-Local Id va Local Endpoint: dién dia chi Public Master IP cua vFirewall di 1y ¢ muc
II.1. Truong hop mo hinh gia 1ap 1a 171.244.42.17

-Local Subnets: dai mang private cta dau local, truong hop nay 13 192.168.1.0/24

-Peer Id va Peer Endpoint: IP Public cta router dau xa.

-Peer Subnets: dai mang private ctia dau xa.

-Encryption Algorithm: thuit toAn ma hoa, ho tro cac thuat toan: AES, AES256 va 3DES

- Authentication: hinh thirc ching thuc, thong thuong dung preshare key (PSK)

-Pre-Shared Key: nhap preshare key

- Diffie-Hellman Group: chon phuong thic trao doi khoa, hd tro cac phuong thirc: DH2,

10
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DHS, DH14, DH15, DH16
Nhén Keep sau khi dién xong théng s. Cudi ciing chon “Save Changes” dé ap dung céc thay
d6i moi.

[Q Gia sir ching ta cin thiét 1ap kénh két ndi VPN theo md hinh sau:

192 1681 024

1721610724

<[]
I

192.168.1.254 (L 172 16.1.254
MSX Edge
. EE' m 171.244 4247 103.1.209.245
Elllllﬂ:ﬂ'—‘!

Intermat

Buére 1: Cau hinh dau phia Cloud cia USDC Technology nhu sau:
Add IPsec VPN

Fy
Enabled ()
Enable perfect forward secrecy c,
(PFS)
Marme WPN Tunnel 1
Local Id * 171.244 4217
Local Endpoint -~ 171.244.4217
Local Subnets * 192168.1.0/24
Subnets should be entered in CIDR farmat with comma as separator.
Peerid * 1031.209.245
Peer Endpoint * 103.1.209.245
Endpaint should ba a valid IP, FQDN or any.
Peer Subnets * 172161.0/24

11
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Subnets should be entered in CIDR farmat with comma as separalor.
Encryption Algorithm AESISE
Authentication PSK
Change Shared Key
Pre-Shared Key * MoQEIICONWz3SDaEGs345ZHERIKNCAZIIViE @
Display Shared Key c
ites whose peer endpaint is sel lo
1 an emply value and saving it has
Diffie-Hellman Group DHS
Extension
-

Luwu y: Céc thong sb bao gdm: giao thirc mi héa, phuwong thirc trao d6i khoa va preshare key
phai duogc thiét 1ap giéng nhau giita 2 dau thiét b thiét 1ap kénh VPN. Véi IKE mdc dinh sir
dung version 1.

Bwéc 2: Chuyén sang tab Activation Status, bat tiy chon “IPsec VPN Service Status” va

nhan “Save Changes”:

IPsec VPN Configuration
/N You have unsaved changes.

Activation Status # Global Configuration Logging Settings IPsec VPN Sites

IPsec WPN Service Status D

& Kiém tra trang thai kénh VPN: chon tab Statistics -> IPsec VPN:
12
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Firewall DHCP MNAT Rauting Load Balancer VPN Certificates Grouping Objects Statistics Edge Settings

')

_onnections IPsec WPN

IPsec Statistics

Last refreshed at Jun 15, 2019

| REFRESH |

IPsec VPN Statistics & Status

Peer ID Local IP Address Peer IP Address Last Message Channel Status
1031.209.245 171.244.4217 1031.209.245 Mone L4

IPsec VPN Tunnel Statistics & Status

Local Subnet Peer Subnet Last Message Tunnel Status

1921681.0/24 17216.1.0/24 None [¥4

Pén day ching ta da sir dung duoc cac tinh ning co ban: NAT, Firewall rule va VPN Site to

Site trén vFirewall cia USDC Technology.
4. CAu hinh SSL VPN Client to Site

Trong go61 dich vu Virtual Private Cloud va Dedicated Private Cloud cua USDC
Technology c6 hd tro tinh ning khai bao két néi VPN Client to Site trén vFirewall (véi dich vu
vCloud Server hién chua cung cép tiy chon nay).

Budc 1: Tu giao dién quan tri chinh, chon tab SSL. VPN-Plus -> Server Setting va chon céac
thong sd:
- Enable Server «©
- IP Address: Chon IP Public VPN (thuong 1a Master IP)
- Port: cong két ndi va truy cap trang portal download packge cai dat cho client. Luu
¥: néu ban cé sit dung dich vu vLoad Balancer(vLB) thi phdi chi dinh port khdc véi
port s dung cho vLB (thuong 1a cac port http:tcp/80, https: tcp/443). Trong hinh
minh hoa dudi st dung port 1443,
- Cipher List: Chon ti thiéu AES256-SHA

Nhén Save Changes: Luu lai cic thay doi

13
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Firewall DHCP NAT Routing Load Balancer VPN

SSL VPN-Plus

Certificates Grouping Objects Statistics Edge Settings

General Settings Client Configuration Users IP Pools Installation Packages Private Networks Server Settings Authentication

Server Settings

Server settings represents configurations related to 5SL VPN server such as IP and port to listen on, the Cipher list and the server certificate.

Enabled (:)
IP Address 171.244 42 ] (Primary) ~
Port 1443
Cipher List
AES128-SHA
AES256-SHA

DES-CBC3-SHA M

Buwéc 2: Vio tab Private Network. Nhin chon [+ | dé khai béo dai mang private trén

Cloud. Dai nay can khai bao gidng v6i cac dai mang private ma VM dang ding.

Edit Private Network
Metwork * 172.32100.0/24
Metwork should be entered in CIDR format e.g. 192.169.1.0/24
Description
Send Traffic Crwer Tunnel
Enable TCP Optimization
Ports
Status ()

Chon Keep dé giir lai cac thay doi.

Chon Save Changes: Luu lai cac thay doi

14
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Budre 3: Vao tab IP Pool dé tao dai mang st dung cho nguoi ding (client) khi két ndi SSL

A [ & . . -
VPN. Nhan chon dé tao dai mang.
Firewall DHCP NAT Routing Load Balancer VPN SSL VPN-Plus Certificates Grouping Objects Statistics Edge Settings
General Settings Client Configuration Users IP Pools Installation Packages Private Networks Server Settings Authentication

SSL VPN-Plus IP Pools

IP Range

Gateway

Dién cac thong tin dai mang nhu hinh duéi. C6 thé dung dai mang bét ky nhung khong duoc

trung véi dai mang ndi bo dang dung cho cac VM.

Edit IP Pool

IP Range
Metmask *

Gateway ©

This will add an IP addrass i

Description

Status

Advanced

Primary DNS

Secondary DMS

Chon Keep dé giit lai cac thay doi.

F
10.00310-10.0103.10(
255.255.2550
10.01031
nal intarface
1723210014
[

el

Chon Save Changes: Luu lai cac thay ddi

Buéc 4: Vao tab User dé tao nguoi dung cho phép két néi SSL VPN.

Nhén chon [+ ] dé tao tai khoan

15
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Create New User

Userid ~ vpnuserdl

Password ° T

Retype Password ” R

First name

Last name

Description

Enabled

Passwaord Details

Password never Expires

Allow change password

Change password on next login

Sau d6 dién va chon céc thong so:

- User ID: tén tai khoan két ndi SSL VPN

- Password: Mat khau két n6i SSL VPN

- Retype Password: Go lai mat khau

- Password never expries (tily chon): mat khau khong thoi han

- Allow change password (tiiy chon): cho phép nguoi dung doi mat khau (thong qua trang
portal SSL. VPN)
- Change password on next login (tity chon): bit budc nguoi dung d6i mat khau trong lan

dang nhap dau.

16
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Chon Keep dé giit lai cac thay dbi
Budre 5: Vao tab Installation Packets. Nhan chon [+ | dé tao gobi cai dat tur giao di¢n web

cho client.

Edge Gateway - Edge-VPC

Firewall DHCP MNAT Routing Load Balancer VPN SSL VPN-Plus Certificates Grouping Objects Statistics Edge Settings
General Settings Client Configuration Users IP Pools Installation Packages Private Networks Server Settings Authentication

SSL VPN-Plus Installation Packages
C+ J[Ce J[Cx |

Profile Name Status

Install Enabled

Sau d6 dién céac thong so sau:

- Profile Name: Tén goi cai dat.

- Dién thong tin dia chi IP va port két ndi dén di cau hinh & Buéc 1.
- Tich chon vao hé diéu hanh sé tao g61 cai dat cho nguoi dung

- Check chon Create destop icon.

- Khéng tich chon Hide SSL client network adapter (néu khong s& gip 16i “Driver

installation failed for reason E000024B” trén mot s may).

Edit Installation Package

Gateway Port

17124442 1,443

Create installation packages for

Windows

Linux
Mac
Dezcription

17
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Edit Installation Package

Mac ‘I

Description

Enabled (}

Installation Parameters for Windows

Start client on logon Hide client system tray icon

Allow remember password Create desktop ican

Enable silent mode installation Enable silent mode ocperation

Hide S5L client network adapter Server security certificate
validation

3
1| |_'|T

e |

bén day qua trinh cai dat, c4u hinh dich vu SSL VPN client to site d3 hoan thanh. Nguoi dung
c6 thé str dung va két néi VPN dén cum may chu 4o trén Cloud nhu sau:

O Huéng din thiét 1ap két ndi SSL VPN Client to Site trén may ngudi dung

Bude 1: Truy cép https://IP-SSL._ VPN _Server:Port véi tai khoan da dugce tao ¢ cac budce trén.

Click chon vao tén gobi cai dat trong list va tai vé soft client:
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S5LVPMN-Plus™ >

' o ' ﬁ (0l | hitps://171.244.42 114437app/doa - S Q, Search ﬁ

VMware

@ vmware SSL VPN-Plus

Full Access FRoalS

Full Access

Available Networlk Extension clients.

List Description

[————cClient to Site Download full access client (PHAT Client)

https://171.244.42. 1445/ phatclient/DAFC VPN Client to Site/en_win_index.html

VMware Full Access Client (PHAT) Download page

Profile Name: VPN Client to Site

Version : v6.4.0

If installation does not begin in 60 seconds or if vour browser does not support ActiveX,

Flease to start the installation.

Windows XP SP2 & above version users: Look for the Internet Explorer Information Bar near the top of web browser.
Depending upon the security settings on your machineg, a security warning window might pop up. Make sure to click on
'Install' (or "Yes' for other Windows wersions)

During installation of WMware S5L WVPN-Plus Client, a driver signing window will pop up. Make sure to click on 'Continue
Anyway' (or 'Yes' for Windows 2000)

19
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Huéng dan sir dung vFirewall va vLoad Balancer

Budc 2: X3 file nén va chay file cai dat Installer.exe da tai vé.

| . » VMware_VPN_Client-Setup

] L’:,-| | Search VMware VPN_Client-5... £

Mame
‘P connected.ico
ds W desktopconnected.ico

aces P disconnected.ico
wh errorconnected.ico
E‘xﬁ, Installer.exe
\%| InstallerRes_040c,dlIl

its |%| InstallerRes_0407.dll
ds |%| InstallerRes_0409.dll
%] InstallerRes_0411.dll
|%| InstallerRes_0412.dll
|%| InstallerRes_0204.dll
k(T || naconf.cfg

ﬁ nafiles.exe
nainstaller.exe

[ upgrade.exe

Date modified Type Size
08/09/2019 &20 PM  lcon 343 KB
09/2019 6:20 PM  lcon 3KB

0 SSL VPN-Plus Client ES

'6' You are installing Vihware SSL VPN-Plus Client.

0 Do you want to continue?

SSL VPN-Plus Client - Installer

(=}

! }}’ Installing S5L WPM-Plus Client...

o Downloading Installer files...

Buére 3: Thyc thi timg dung SSL VPN-Plus Client trén man hinh Desktop. Nhan niit login trén

giao di¢n va nhap tai khoan VPN da tao & cac budc trén.

20



avs yus
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S5L VPN-Plus Client - Login

vimware SSL VPN-Plus

id
SSL VPN-Plus

Client

Metwaork: VPN Client to Site

H S5L VPM-Plus Client: User Authentication

vmware SSL VPN-Plus

Authentication required for S5L VPM-Plus gateway: VPN Client
to Site

LIser Mame | vpnuserdl

Password | [ TIITTIITT)

[ 1Remember password:

K | | Cancel | |'|.ﬁrt|.|al Keybuard|

SSL VPN-Plus Client x|

o S5L VPN connection established with network VPN Client to Site,

Két néi thanh cong:
Kiém tra bang cach ping thanh cong dén ip local ctia may chu trén hé théng Cloud cia USDC
Technology.
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En CAWindows\system32\cmd.exe

sUserssthanhtvping 172.32.188.14

PFinging 172.32.188.14 with 32 bytes of data:

Reply from 172.32.1808.14: bytes=32 tlme 1mg TTL=127
Reply from 172_.32.1688.14: 1

Reply from 172.32_16@.

Reply from 172.32.108.14: bytes=32 time 1mo TTL=127

Ping statistics for 172.32.1808_.14:

Packets: Sent = 4. Receijved = 4, Lost = B (Bx loss>,
Approximate round trip times in milli-seconds:

MHinimum = Bmz,. MHaximum = imsz,. Average = Bms

ssUserssthanhtul

Luwu y: mbi tai khoan chi duoc dang nhap sir dung trén 1 may, dé tao tai khoan cho nguoi

dung tham khéao cac budc cai dit ¢ trén.
III. Dich vu vLoad Balancer

Véi dich vu vLoad Balancer(vLB) cia USDC Technology, Quy khach c6 thé trién khai theo
ca 2 mo hinh: Proxy mode va transparent mode.

Trong mo6 hinh Proxy mode, vLB dong vai trd lam reverse proxy tuong tu nginx.

Client-IP =& VIP
Edge-IP < Server-IP
Server-IP & Edge-IP
VIP < Client-IP

hh=

Logical Networks

Router - Edge or DLR\ \
(L3)

(SNAT + DNAT)
Edge Router
. (LB) /

\‘. -

Con véi mo hinh transparent mode, vLB dong vai tro trong suot vai traffic cua ngudi dung:

22
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External Network
1. Client-IP & VIP
2. Client-IP = Server-IP
3. Server-IP = Client-IP
4. VIP < Client-IP

Logical

4

Trude hét chung ta can enable dich vu vLB 1én béng cach chon tab Load Balancer -> Global

Configuration -> check chon vao muc Enable Status -> nhin “Save Changes”

Edge Gateway - DemoEdgeGW

Firewall DHCP AT Routing Load Balancer VPN Certificates G
Global Cenfiguration Application Profiles Service Monitoring Pools Applical

Global Configuration
Status Enabled ()
Acceleration Enabled (),

Enable Logging Disabled (T

Log Level Infa

Qua trinh khéi tao, cAu hinh vLB duoc thuc hién qua cac budc nhu sau:

1. Import chirng chi (certificate)

Ghi chii: Truong hop ban muon trién khai Website véi giao thirc HTTPS c6 Certificate hop 1¢

va muén chay twong thich véi vLB thi can thiee hién buwéce nday. Ngwoc lai (chay giao thire
23
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HTTP théng thuong hodc mé hinh SSL Passthrough) thi khong can thiec hién buée nay.
Véi HTTPS chay SSL, vLB tuong thich v6i ca 3 md hinh trién khai: SSL Offload, SSL
Passthrough va End-to-End SSL.

Edge LB
Edge LB Edge LB
wi SSL Offioad wiSsL Pai‘-”*“'“”g" wi End-to-End SSL
W x &
B D Y
hitps https
http tps

Dé import certificate san c6, chon tab Certificates -> nhan chon nut [_* SERVICE CERTIFICATE |

Cira sO Create SSL Trust Object hién ra, nhin chon nut upload va tréo dudng dan dén cac
file .crt va .pri tuong g véi muyc Service Certificate va Private Key. Sau d6 nhin Keep dé

luu lai cau hinh.

Create SSL Trust Object

CERTIFICATE

AR T R s B A

Service Certificate (PEM format) * -

Private Key (PEM format) * -
BEGIM RSA
PRIVATE KEY
-
LN, L =t PoN e N el W =, PN
Private Key Passphrase @
Confirm Private Key Passphrase @

Description
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Certificate m&i dugce import s€ hién ra trong danh sach:

SSL Certificates

| + service cerTiFiCATE | l + CA CERTIFICATE | I + CRL l l + R
Name Type Common Name Validity
= Service Certificate
VSEM_SOLUTION_ _b24eb... Service Certificate VSEM_SOLUTION_b24eb.. May 28, 2015 - May 4, 2115
VSM_SOLUTION b24eb.. Service Certificate VSM_SOLUTION b2deb.. May 28, 2015 - May 4, 2115
CA Certificate May 26,2015 - Jan 3, 2024
Service Certificate May 26 2015 - Jan 3, 2024
Service Certificate May 26, 2015 - Jan 3, 2024

Certificate Details

Common Name . Key Size (Bits) 2048
Validity Key Algorithm RSA
Description Signature Algorithm SHAZEEWITHRSA
Serial b0a983eda22%a9abB368T0469e3b168 Version 3
Type Service Certificate

2. Application Profiles

Dé tao Application Profile chon tab Load Balancer -> Application Profiles, nhan chon nat

. Céc thong s6 luu y:
-Name: dat tén cho Profile
- Type: kiéu giao thuec, hé trg HTTP, HTTPS, TCP, UDP
- Enable SSL Passthrough: chay vLB & m6 hinh SSL Passthrough
-Persistence: ho tro 3 mode: source IP, cookie va none

-Insert X-Forwarded-For HTTP header: thém header X-Forward-For HTTP (dé dung
trong 1 sb tinh huéng nhu nhan dién IP thyc cua client).
-Virtual Server Certificates: chon certificate da import & bude 1. Truong hop nay chi

ding duoc néu trudng type ¢ trén chon HTTPS.
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Huéng dan sir dung vFirewall va vLoad Balancer

Hinh dudi minh hoa tao Application Profile cho 2 giao thirc HTTP va HTTPS:

Mame

Type

Enable 55L Passthrough

HTTF Redirect URL

Persistence

Cookie Name

Mode

Expires In {Seconds)

Insert X-Forwarded-For HTTP
header

applicationProfiledn ;I
HTTP
Maone 4 =

=
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Edit ltem

Ll

Name

Type

Enable 55L Passthrough

HTTF Redirect URL

Persistence

Cookie Mame

Mode

Expires In {Seconds)

Insert ¥-Forwarded-For HTTF

header

Enable Pool Side S5L

Virtual Server Certificates

Service Certificates

Mame

VEM_S0LU..

WEM_S0LU..

TS TS e

Cipher

Client Authentication

CA Certificates

Common M...

WSM_S0LU...

WSM_S0LU..

Hudng dan st dung vFirewall va vLoad Balancer

applicationProfile 02|

HTTPS -

Maone

@
»

Pool Centificates

CRLs

Issuer Com... Valid From
VMEM_S0OLU.. May 28, 2015
WEM_S0LU... May 28, 2015
May 26, 2015
May 26, 2015
DEFALLT
lgnare -

Mot After

May 4, 2115
May 4, 2115
Jan 3, 2024

Jan 3, 2024

[

27



aus us

58 ISCHnoLooy Huéng dan sir dung vFirewall va vLoad Balancer
3. Server Pool

Chon tab Load Balancer -> Pools, nhin vao biéu tuong Add, nhép cac thong s6 sau:

- Name va Description: nhap tén va mo ta cho Pool

- Algorithm: thuong sir dung 2 thuét toan sau dé diéu phdi traffic xudng cac server 16p dudi:
Round Robin (xoay vong) hodc Least connected (chon server it két ndi dén hon).

- Monitors: chon Service monitor, mic dinh hé thong sin c6 default http monitor,
default https monitor va default tcp monitor twong ting v61 3 giao thauc HTTP, HTTPS
va TCP. Vi giao thtc HTTP va HTTPS, mac dinh monitor nay st dung phuong thirc
GET dén URL gdc (“/”). Ban c6 thé dinh nghia cac monitor nay tai tab Service Monitor.

Add Pool
Mame LE_HTTP_POOL <
Description LE_HTTP_POGL
Algornthm LOUND ROBIM
Algorithm Parameters
Monitors default_http_monitar
Transparent
Members
. | -

- Transparent: enable muc nady néu ban muon chay mo hinh Transparent mode.

Tai muc Member, chon biéu twong Add va ciu hinh 1an lugt cac Web Server 16p dudi:
-Name: Tén, VD: WebServer(1
-IP Address: dia chi IP private cua server
-Port: cong dich vu twong Gmg, VD: 80, 443
- Monitor Port: cong giam sat (dé phat hién trang thai up/down cua server)
- Weight: trong s6 uu tién.

Nhén Keep sau khi nhap xong thong sd.
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Edit Member
Enablad (}
Mame

WebServerin

IF Address *

19216811

Part 80

Monitar Port 80

Weight * 1

Min Connectians

Max Connecticns
Members
T ) N
E.. Mame & IP Address W. M.. P. MinCo. MaxCo.
v “:?2.’68.1.' 1 BO BO O 0
v WebServerD2 192168.1.2 1 BO: BD O 0

2 member dugc tao nam trong pool LB HTTP_POOL:
Nhén Keep dé khoi tao server pool.

Sau khi khoi tao xong, chung ta c6 thé kiém tra trang thai ctia Pool va cac server trong Pool

bang cach nhan chon Show Pool Statistics:

Pools
[ + ][ = ][ = ] [s+owerooLsmatistics |
Pool ID MNam
1 Pool Status and Statistics
| Pool ID Name Status
Pool LB_HTTP_POOL Details
D ipti LB_HTTP_POOL B
seerpren o - Member Status and Statistics
Transparent Disabled
1 MName IP Address Status Member ID I
Enabled Name 1P Ac nnections
| WebServerQl 19216811 upP member-1 I
L WebServerol 1921 (0]
Webs 02 1921681.2 upP ber-2
v WebServer02 1024 Senasd et 0
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@M® sSmart Data Center

4. Virtual Server

Pay 1a budc cudi ciing dé thiét 1ap vLoad Balancer. Chon tab Virtual Servers sau d6 nhan biéu
twong thém m&i [+ |, Céac thong sb can thiét 1ap nhu sau:
- Enable Virtual Server: cho phép thuc thi Virtual Server
- Application Profile: chon Application Profile twrong ing da tao & Budc 2. Luu y chon
dung voi giao thae (HTTP, HTTPS..) mong mudn.
-Name: dat tén
-IP Address: nhin tiép Select va chon Public Master IP da 1§y duoc & Muc II trong tai li¢u
nay.
-Protocol va Port: chon giao thirc va port lang nghe két ndi cua client

- Default Pool: chon Pool da tao & Budc 3.

4o Allow LB User Any 171.244 4217 tcp:BOiany Accept

Nhén Keep dé luu lai cau hinh thong so.

General Advanced

Enable Virtual Server (“

Enable Acceleration

Application Profile ApplicationProfile01
Mame VirtualServer01_HTTP

Description

IP Address * 171.244. 4217
SELECT
Protocol * HTTP -
Port * B0
Default Pool LE_HTTP_POOL

Connection Limit

Connection Rate Limit {CP5)

| DISCARD | KEEP
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Luwu ¥: toi ddy qua trinh cdu hinh vLB co ban di xong, ban c6 thé can phai tao Firewall Rule
dé cho phép ngudi dung truy cap dén Public IP cua Virtual Server da tao & trén.

5. Test — Kiém tra dich vu

Truy cap &nVIP ctia vLB ¢ trén v6i mode Round Robin:

Truy cap lan thir 1:

2B VMware vCloud Director X [4 1S windows Server x | +
& C  ® Notsecure | 171.244.42.17 Q@ e o

ER Windows Server

Internet Information Services

Welcome Bienvenue  Tervetuloa
&5c% Benvenuto #i0
i 3 “.. Bienvenide Hos geldiniz | owan oana
Bem-vindo L
Kohwig
Vitejte opioate \% sate  Udvdzoljiik

La e X000

go.microsoft.com/fwlink/?linkid=66138&cicid=0x408

Truy cap lan thir 2: Web Server thir 2 s& phuc vu traffic:

2B VMuware vCioud Director X [3 1S Windows Server x [EE |=le] s |
< C @ Notsecure | 171.244.42.17 * Q@ e o

ER Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

&£3c# Benvenuto 0

k& “.‘ Bienvenida Hos geldiniz | oan ooma el

Bem-vindo LI
KoAwg
Vitejte OpLOOTE
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Tién hanh gia lap tat service IIS trén Web Server 02:

WebServer(2 [Engiish (us)

| & » WINZKI2-R202 » Sites »

Comnections . |
SEIEI) @ sites

o ﬂ'ﬁ Start Page T
a Filter: - Go - 54 Show All | Group by: ' -
493 WINZK12-R2-02 WIN2KT2-RE | T f it | Ssupt No Gruping
@ Application Pools Mame = D Status Binding Path
4.6 Sites &% Default Web Site 1 Stopped (http) *80 (http) SSystemnDri

b % Default Web Site

Pools
[ + ] ’ r4 ] [ x ] [ SHOW POOL STATISTICS ]
Pool ID Nan';j [
1 Pool Status and Statistics
CER :
Pool ID Mame Status

Pool LB_HTTP_POOL Details

Description LB_HTTP_POOL 1 i
1 Member Status and Statistics
Transparent Disabled

1 Name IP Address Status Member ID T
Enabled  Name IP Ac nnections
WebServer01 19216811 upP member-1
WebServer0l 192.1} [ 0
WebS 02 1921681.2 DOWN ber-2
v WebServer02 ek N |t —— 0

Ngay lap tirc vLB nhan dién va chuyén trang thai WebServer 02 trong pool sang down:

Web Server 01 liic nay dong vai tro dap tng traffic duy nhat cho nguoi dung:
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28 VMware vCloud Director % | [l vCloud Director X [ IIS Windows Server x 4+ l=la] = |
>3 C @ Notsecure | 171.244.42.17 s Q e o

== Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

&£3z% Benvenuto 0

( 3 *.. Bienvenidae Hos geldiniz | o'nan oo Welkom

Bem-vindo LA
KoAuwg
Vitejte OploaTe Valkommen | ShEeit|CE sare  Udvézéljiik

). [

Qua huéng dan vira 101, Quy khéch da duogc trai nghiém cac budc khoi tao va cAu hinh dich vu
vFirewall va vLoad Balancer cua USDC Technology.
Moi thic mic lién quan dén dich vu Quy Khach vui 1ong lién hé sé hotline (028) 7308 0708

hodc trang support ticket tai https:/portal.usdcvn hodc gii email dén dia chi

support@usdc.vn

Tran trong cam on.

-HET-
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